
Risk Assessment of an Obstacle Detection System for GoA 4 Freight Trains*

Jan Peleska
University of Bremen, Department of Mathematics and Computer Science, Bibliothekstrasse 1, 28359 Bremen, Germany peleska@uni-bremen.de

Keywords: Convolutional neural networks · Classification clusters · Coupon Collector’s Problem · Residual error probability

Extended Abstract
In this presentation, we describe a novel method to assess the residual error probability of convolutional neural networks (CNN) used for classification pur- poses in a safety-critical context. Our main application target is the utilisation of CNN in sensor fusion systems used for obstacle detection in future freight trains with grade of automation GoA 4. For each sub-component of the sensor fusion, a trustworthy estimate for the residual failure probability is required. For a CNN this means that an upper bound for its safety-critical misclassification probability (CNN detects no obstacle though an obstacle is present) needs to be determined. Moreover, a confidence value for this upper bound is needed.
For determining the residual error probability estimate and its confidence value, we have elaborated an approach consisting of two main tasks.
1. Using methods of mathematical analysis on the inter-layer transformations of the trained CNN, we determine a finite number of equivalence classes in the image input space. Two members of the same class are mapped by the CNN to the same classification result. The union of (connected) equivalence classes leading to the same result represent (not necessarily connected) classification clusters in the sense of ANSI/UL 4600.
2. A statistical test suite inspired by the Coupon Collector’s Problem and its solution is used to determine the residual probability for real-world obstacles to be associated with an equivalence class that has not been captured during the CNN training phase. If this probability is too high, the CNN needs to be re-trained.
For ensuring stochastic independence between different samples of the statis- tical test suite and between differently trained CNN, known solutions from the field of Explainable AI can be effectively applied.
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